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Training: 

Hands-on BloodHound –  

Intro to Cypher Workshop 

Date of the training: March 18–19, 2019 in Heidelberg, Germany 

Book Now using the voucher code: TR19_HMTS and save an additional 5% of the 

current valid rate of any package! 

Overview 

Bloodhound is a unique open-source Active Directory object relationship graphing tool. Initially 

designed for offensive purposes, it has also become a tool of choice for Defenders & AD Admins 

wanting to have a clearer picture of their Domains/Forest. In this Workshop, attendees will learn 

the core Bloodhound concepts and UI features, before diving into Cypher - the Neo4j database 

query language. Understanding the basic Cypher syntax is important for users who want to get 

the most out of bloodhound. 

After introducing the basic concept behind Bloodhound and its main features, we will dive into 

cypher queries, basic and advanced, including Metrics. Various Cypher input techniques will be 

demonstrated, as well as a custom PowerShell tool build to interact with the database and 

allowing for advanced bloodhound automation, this training is a hands-on training and there 

will be a good share of practice. Attack Paths will be studied and tested in the lab with 

PowerShell Empire as an attack framework. We will also study how to manipulate the database 

at scale from the command line in order to test hardening hypothesis. 



    
Make the world a safer place.   

 

 

 

ERNW Insight GmbH Tel. +49 – 6221 – 48 03 90 Managing Directors: 

Carl-Bosch-Str. 4 Fax +49 – 6221 – 41 90 08 Enno Rey 

69115 Heidelberg Ust-ID DE 304 445 827 Dr. Rainer Schiweck 

BIC: GENODE61HD3 IBAN: DE84 6729 0100 0067 1236 03 Kerstin Schröter 

 

 

Prerequisites 

Scripting Understanding of core AD concepts. Affinity with code and DIY (basic scripting 

knowledge) is a plus. 

Requirements 

Laptop with hypervisor 

About the Speaker: JD 

Windows Security consultant at ERNW with interest in scripting and automation. Fan of 

PowerShell and Bloodhound. Creator of CypherDog. 

Booking 

Recommended Online Booking of Trainings Through: 

Sign-Up Form https://troopers.de/tickets/ 

Voucher code: TR19_HMTS 

Using this voucher code automatically gives you an additional 5% off the current valid price! You 

can register with this code up until March 11th, 2019 or until seats have run out. 

  

https://troopers.de/tickets/
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Contact 

Need assistance? Don’t hesitate to call us. We are fluent in English and German. 

Zögern Sie nicht uns zu kontaktieren. Wir sprechen fließend Englisch und Deutsch. 

 

Troopers Organization Team  

+49 151 16228365 or info@troopers.de 

 

Booking is also possible offline through your trusted partner from: 

 

 

 

HM Training Solutions, Falkenstrasse 6, 63820 Elsenfeld, Germany 

+49 6022 508200 / info@hmtrainingsolutions.com 

+49 6022 5089999 / www.hmtrainingsolutions.com 
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