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Training:

Book now using the voucher code: and save an additional 5% of the
current valid rate of any package!

An interactive incident response and analysis training in a virtual network environment.

No matter how well the users were trained, the systems maintained, and security
concepts developed: the risk of a successful attack always remains. Rapid, effective
analysis and response after the detection of an attack determines whether it becomes a
nuisance or an existential threat to an organization. Often, it's crucial to quickly identify
the attacker's entry point, determine the time of initial access, and assess the extent of
the compromise. Based on this knowledge, the ongoing attack can be repelled, data
exfiltration prevented, and the point of entry closed.

This training simulates a realistic network breach situation, in which the participants form
the task force working on analyzing the developing security incident. The goal is to repel
the dynamically ongoing attack against the simulated organization’s network
infrastructure by forming an effective team and cooperate in the analysis of the situation
and the design and implementation of appropriate countermeasures.

Meanwhile, the attackers continue to operate in the organization’s virtual network, new
information becomes available and the fictious management demands continuous
progress updates.

This training is designed for advanced participants with prior knowledge about incident
analysis. It is in many ways the counterpart to the concurrent Incident Analysis Training,
where our teammates introduce a variety of incident analysis methods. While the key
point there is a practical introduction to the different tools and approaches, the focus
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here is the utilization of this knowledge in an uncertain (and possibly chaotic)
environment, and the communication of the results.

Incident analysts
SOC analysts
Cert responders

The attendees should have:

Basic knowledge of networks, Microsoft Active Directory, and attacks in these
areas

Knowledge of digital forensics/incident analysis/incident response:
Log analysis
File system analysis
PE file analysis

Static document analysis
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Robert Giebel is an IT security analyst and consultant at ERNW Research GmbH. He
performs various security assessments ranging from infrastructure assessments to
application audits. As a consultant, he advises diverse customers, including mid-tier
companies, government facilities, and global players. Furthermore, as a tutor, he

develops and holds workshops throughout Germany for equally diverse clients.

Justus Hoffmann is an Incident Analyst and Pentester at ERNW Research GmbH.
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Recommended online booking of trainings through:

Voucher code: TR26_HMTRAINING
Using this voucher code automatically gives you an additional 5% off the current valid
price! You can register with this code until seats have run out.

Need assistance? Don’t hesitate to call us. We are fluent in English and German.
+49 6221 480390 or

Booking is also possible offline through your trusted partner:
HM Training Solutions, Falkenstrasse 6, 63820 Elsenfeld, Germany

+49 6022 508200 /
+49 6022 5089999 /
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